
XOOPS on Mythril Networks - Linuxã‚’çŸ¥çš„è²¡ç”£æ¨©ã•§æƒ…å ±ã‚»ã‚­ãƒ¥ãƒªãƒ†ã‚£ã•™ã‚‹ãƒšãƒ¼ã‚¸ï¼ˆè¬Žï¼‰

SMTPS/SMTP over SSLå¯¾å¿œ
Category : ã‚µãƒ¼ãƒ•ç®¡ç•†æ—¥è¨˜
Published by M-naka on 2012/2/18

ã••ã•†ã•„ã•ˆã•°ã•™ã•£ã•‹ã‚Šå¿˜ã‚Œã•¦ã•„ã•ŸSMTPS/SMTP over SSLå¯¾å¿œã€‚
secgw.mythril.ne.jpç”¨ã•«SSLã‚µãƒ¼ãƒ•è¨¼æ˜Žæ›¸ã‚’å•–å¾—ã•—ã•Ÿã•®ã•§ã€•å¯¾å¿œã••ã•›ã•¦ã•¿
ã•Ÿã€‚

ã‚„ã‚Šæ–¹ã•¯ã•‚ã•¾ã‚Šé›£ã•—ã••ã•ªã•„ã€‚

ï¼‘ï¼Ž/etc/postfix/main.cfã•®ä¿®æ­£

ã€€ä¸‹è¨˜ã‚’/etc/postfix/main.cfã•«è¿½è¨˜ã•™ã‚‹ã€‚CAfileã•¯FreeRADIUSç”¨ã•«ãƒ«ãƒ¼ãƒˆè¨¼æ˜Žæ›
¸ã•¨ä¸­é–“è¨¼æ˜Žæ›¸ã‚’çµ•å•ˆã••ã•›ã•Ÿãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä½¿ã•£ã•¦ã•„ã‚‹ã•Ÿã‚•ã•“ã•®æŒ‡å®šã•«ã•—ã•
¦ã•„ã‚‹ã€‚ç•†ç”±ã•¯FreeRADIUSã•¨å•Œã•˜ã•§ã€•ä¸­é–“è¨¼æ˜Žæ›¸ã‚’ç‹¬ç«‹æŒ‡å®šã•§ã••ã•ªã•„ã•‹ã‚
‰ã€‚ã•‚ã•¨ã•§ãƒªãƒ•ãƒ¼ãƒ ã•™ã‚‹ã•‹â€¦â€¦ã€‚

ã€€#SSL/TLS
ã€€smtpd_tls_security_level = may
ã€€smtpd_tls_cert_file = /etc/pki/tls/certs/secgw.mythril.ne.jp.crt
ã€€smtpd_tls_key_file = /etc/pki/tls/private/secgw.mythril.ne.jp.key.nopasswd
ã€€smtpd_tls_CAfile = /etc/pki/tls/certs/freeradius.pem
ã€€smtpd_tls_CApath = /etc/pki/tls/certs
ã€€smtpd_tls_loglevel = 1
ã€€smtpd_tls_session_cache_database = btree:/etc/postfix/smtpd_scache
ã€€tls_random_source = dev:/dev/urandom
ã€€tls_daemon_random_source = dev:/dev/urandom

ï¼’ï¼Ž/etc/postfix/master.cfã•®ä¿®æ­£

ã€€ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã•§ã‚³ãƒ¡ãƒ³ãƒˆã‚¢ã‚¦ãƒˆã••ã‚Œã•¦ã•„ã‚‹ä¸‹è¨˜ã‚’æœ‰åŠ¹ã•«ã•™ã‚‹ã€‚ã•¡ã•ªã•¿
ã•«ã•“ã‚Œã•¯SMTPSå¯¾å¿œã•®è¨­å®šã•§ã€•SMTP over
SSLé™•å®šå¯¾å¿œã•®å ´å•ˆã•¯ã‚³ãƒ¡ãƒ³ãƒˆã‚¢ã‚¦ãƒˆã••ã‚Œã•Ÿã•¾ã•¾ã•§ã‚ˆã•„ã€‚

ã€€smtps     inet  n       -       n       -       -       smtpd
  ã€€-o smtpd_tls_wrappermode=yes
  ã€€-o smtpd_sasl_auth_enable=yes
  ã€€-o smtpd_client_restrictions=permit_sasl_authenticated,reject

ï¼“ï¼Žiptablesã•§465/tcpã‚’é–‹å•£ã€•ãƒ«ãƒ¼ã‚¿è¨­å®šã•®ä¿®æ­£

ã€€ã•„ã•¤ã‚‚ã•®ã‚„ã•¤ã€‚SMTPSã•¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã•§465/tcpã‚’ä½¿ã•†ã€‚ãƒ«ãƒ¼ã‚¿ã•®ãƒ•ãƒ¼ã
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ƒˆãƒ•ã‚©ãƒ¯ãƒ¼ãƒ‰è¨­å®šã‚‚ä½µã•›ã•¦ä¿®æ­£ã€‚

ã€€ã•‚ã•¨ã•¯postfixã•¨iptablesã•«å†•èµ·å‹•ã‚’æŽ›ã•‘ã‚Œã•°å®Œäº†ã€‚

ã€€ãƒ¡ãƒ¼ãƒ«ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆå•´ã•¯SMTPã‚µãƒ¼ãƒ•ã•¨ã•—ã•¦secgw.mythril.ne.jp:465ã‚’SSL/TL
Sä»˜ã••ã•§æŒ‡å®šã•™ã‚Œã•°ã‚ˆã•„ã€‚å€‹äººçš„ã•«ã•¯Thunderbirdã•§å‹•ä½œç¢ºèª•æ¸ˆã•¿ã€‚å½“ç„
¶ã•ªã•Œã‚‰æŒ‡å®šã•™ã‚‹SMTPã‚µãƒ¼ãƒ•ãƒ›ã‚¹ãƒˆå••ã•¨SSLã‚µãƒ¼ãƒ•è¨¼æ˜Žæ›¸ä¸Šã•®FQDN
ã•Œä¸€è‡´ã•—ã•¦ã•„ã•ªã•„ã•¨è­¦å‘Šã•Œå‡ºã‚‹ã•®ã•§è¦•æ³¨æ„•ã€‚

ã€€ã•¡ã•ªã•¿ã•«SMTP over SSLã•¨SMTPSã•®é••ã•„ã•¯ã€•

ã€€SMTP over
SSLï¼š25/tcpã•§å¾…ã•¡å•—ã•‘ã•Œãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã€‚å¹³æ–‡ã•®SMTPã‚³ãƒ•ã‚¯ã‚·ãƒ§ãƒ³ã•®ä»–ã
€•STARTTLSã•§SSL/TLSã•§ã•®æš—å•·åŒ–é€šä¿¡ã‚‚ä½¿ã•ˆã‚‹ã€‚
ã€€SMTPSï¼š465/tcpã•§å¾…ã•¡å•—ã•‘ã•Œãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã€‚SSL/TLSã•§ã•®
æš—å•·åŒ–é€šä¿¡ã•—ã•‹ä½¿ã•ˆã•ªã•„ã€‚

ã•¨ã•„ã•†ã‚‚ã•®ã€‚SMTPã•¨ã•„ã•†ãƒ¬ã‚¬ã‚·ãƒ¼ãƒ—ãƒ­ãƒˆã‚³ãƒ«ã•®äº’æ•›æ€§ã‚’é‡•è¦–ã•—ã•Ÿã•®ã•
ŒSMTP over SSLã€•äº’æ•›æ€§ã‚ˆã‚Šã‚»ã‚­ãƒ¥ãƒªãƒ†ã‚£ã‚’é‡•è¦–ã•—ã•Ÿã•®ã•ŒSMTPSã€‚
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